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ABSTRACT: This paper watches out for the issue 

of sharing individual specificspecific genomic 

progressions without slighting the assurance of their 

data subjects to help broad scale biomedical 

research projects. The proposed procedure develops 

the framework. However, extends the results in 

different waysOne change is that our arrangement is 

deterministic, with zeroprobability of a wrong 

answer (instead of a low probability). We in like 

manner give another working point in the space-time 

tradeoff, by offering an arrangement that is twice as 

brisk as theirs however uses twofold the storage 

space.This point is impelled by how limit is more 

affordable than figuring in current circulated 

processing evaluating plans. Likewise, our encoding 

of the data makes it plausible for us to manage a 

wealthier plan of inquiries than revise organizing 

between the request and each gathering of the 

database 

KEYWORDS:Bioinformatics,GenomicsCloud 

computing,Sensitivity,Privacy, Data 
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I. INTRODUCTION 
Sometimes the queries on DNA need to 

consider various errors such as irrelevant mutations, 

incomplete specifications and sequencing errors. 

Therefore, the pattern of the query should be 

expressed using regular expressions. Many works 

address practical and privacy- preserving 

outsourcing of this regular expression type of 

queries, implemented as oblivious evaluation of 

finite automata. stroke 

There is no universal method to create a 

protocol for secure multi-party computation and 

handling aggregate queries on encrypted data is not 

an exception. Several holomorphic systems only 

support a subset of mathematical operations, like 

addition, or exclusive- From a security perspective, 

only the additive and the multiplicative are 

classified to be IND-CPA (stands for in 

distinguishability under chosen plaintext attack). 

Partially holomorphic cryptosystems are more 

desirable from a performance point of view than 

somewhat holomorphic cryptosystems, which 

support a limited operation depth. Fully 

holomorphic systems have a huge cost and cannot 

be deployed in practice. 

 

II. EXISTING SYSTEM 
Human DNA data (DNA sequences within 

the 23 chromosome pairs) are private and sensitive 

personal information. However, such data is critical 

for conducting biomedical research and studies, for 

example, diagnosis of pre-disposition to develop a 

specific disease, drug allergy, or prediction of 

success rate in response to a specific treatment. 

Providing a publicly available DNA database for 

fostering research in this field is mainly confronted 

by privacy concerns. Today, the abundant 

computation and storage capacity of cloud services 

enables practical hosting and sharing of DNA 

databases and efficient processing of genomic 

sequences, such as performing sequence 

comparison, exact and approximate sequence 

search, and various tests (diagnosis, identity, 

ancestry and paternity). What is missing is an 

efficient security layer that preserves the privacy of 

individuals’ records and assigns the burden of query 

processing to the cloud. Whereas anonymization 

techniques such as de-identification, data 

augmentation, or database partitioning solve this 

problem partially, they are not sufficient because in 

many cases, re-identification of persons is possible. 
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III. PROPOSED SYSTEM 
This paper provides a new method that 

addresses a larger set of problems and provides a 

faster query response time than the technique 

introduced.Our approach is based on the fact that, 

given current pricing plans at many cloud services 

providers, storage is cheaper than computing. 

Therefore, we favor storage over computing 

resources to optimize cost. tangible indicator of 

performance hence it is natural to aim at reducing 

itOur method enhances the state of the art at both 

the conceptual level and the implementation level. 

Moreover, our encoding of the data makes it 

possible for us to handle a richer set of queries  
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IV. PROPOSED ARCHITECTURE 
Our Project Consists of six modules The modules 

are   

•Privacy preserving 

•Secure Outsourcing 

•Aggregate queries 

•Sequence testing 

•Set match query 

•Hiding from the decrypting server 

 

•Privacy preserving 

 Hospitals want to protect the 

confidentiality of the DNA sequences that they 

own, and no external party has the right to access 

these DNA sequences for privacy reasons. Thus, 

other parties (be it the server or the clients) should 

only work on encrypted sequences and never have 

access to the DNA. In this, modules the file which 

is stored by the hospital will be encrypted and then 

stored in clouds 

 

•Secure Outsourcing 

 The encrypted file will be outsourced to 

the clouds. This solution aims not only to provide 

confidentiality and access controllability of 

outsourced data with strong cryptographic 

guarantee, but, more importantly, to fulfill specific 

security requirements from different cloud services 

with effective systematic way. 

 

•Aggregate queries 

 In this modules, important queries have 

often in the form of how many records contain a 

diagnosis of disease and gene variant. Secure 

outsourcing of the database and allowing such type 

of queries without requiring the server to decrypt 

the data. In this hospital will set the DNA by a 

large sequence of characters from the alphabet 

representing the four nucleotide types. This 

alphabet can be aggregate with additional 

characters representing augmented in the sequence. 

 

•Sequence testing 

 In this module, the queries on DNA need 

to consider various errors such as irrelevant 

mutations, incomplete specifications and 

sequencing errors. Clients are authorized entities in 

which they are allowed to perform queries on the 

encrypted DNA sequences 

 

•Set match query 

 In this module, we will authenticate that 

the query which is asked by the researcher match 

with the query which is given by the cloud. The 

hospital will set the alphabetical sequence of DNA, 

and the same the Alphabetic sequence must be 

given by the researchers. 

 

•Hiding from the decrypting server 

 In this module, the hospital will store the 

encrypted file to the cloud. The cloud will 

internally make cloud1 as a key holder and cloud2 

has a data holder. In which every time the 

researcher will query the file initially the cloud1 

will return the key and if it matches with the 

hospital secret key then cloud2 will return the 

decrypted data. 

 

 DATA DICTIONARY 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Fields Type Null Constraints Description 

H_Name varchar (45) No  Hospital Name 

P_Name varchar (45) No  Patient Name 

P_Image LongBlob No  Patient Image 

Age Int No  Age 

Ad_Time Int No  Admit Time 

Icu_ward varchar (45) No  ICU_Ward 

H_Treatment varchar (45) No  Heart Treatment 

add varchar (45) No  Address 

City varchar (45) No  City 
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V. ALGORITHM 
Key Size: [8] 

Generated prime numbers p and q 

p: [139] 

q: [151] 

The public key is the pair (N, E) which will be 

published. 

N: [20989] 

E: [1423] 

The private key is the pair (N, D) which will be 

kept private. 

N: [20989] 

D: [17587] 

 Recovered plaintext: [vinoth] 

 

VI.CONCLUSION 
 In this paper, we have revisited the 

challenge of sharing person-specific genomic 

sequences without violating the privacy of their 

data subjects in order to support large- scale 

biomedical research projectsWe have used the 

framework based on additive homomorphism 

encryption, and two servers: one holding the keys 

and one storing the encrypted recordsThe proposed 

method offers two new operating points in the 

space-time trade-off and handles new types of 

queries that are not supported in earlier 

workFurthermore, the method provides support for 

extended alphabet of nucleotides which is  a 

practical and critical requirement for biomedical 

researchers Big data analytics over genetic data is a 

good future work direction. There are rapid recent 

advancements that address performance limitations 

of holomorphic encryption techniques. We hope 

that these advancements will lead to more practical 

solutions in the future that can handle larger-scale 

genetics dataIt is worth mentioning that our 

approach is not restricted to a fixed holomorphic 

encryption technique and therefore, it would be 

possible to use and inherit the advantages of newly 

developed ones 
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